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Cyber Incident Response Exercise
Most companies operating within the defence sector will require enhanced 
levels of cyber security if they work with the Ministry of Defence. This often  

requires evidence that the UK’s Cyber Essential and Cyber Essential Plus 
certifications have been achieved. 

CSA works with several defence companies to maintain the high levels of cyber security 
required. The CSA training services were used to provide evidence that the defence 

company is demonstrating and validating its cyber security practices. The exercise uses 
a number of tailored and realistic cyber scenarios to test how the company reacts to a 

cyber incident. It is vital that the company is tested on its incident response policies 
and processes, including running through its Business Continuity Plan. 

Once conducted, CSA provided a number of written recommendations and 
improvements that not only rati ied the current plan but provided the evidence 

required to demonstrate that the company took its cyber security seriously. Upon 
receiving the recommendations to further enhance its cyber security, the defence 

company enrolled all its staff on the CSA e-Learning courses and worked with CSA to 
ensure 100% of employees completed the training within 2 weeks.
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