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Job Title  Cybersecurity Consultant 

Location  Remote-based (UK) with travel to client sites and CSA Cyber offices 

as required  

Reporting to  Penetration Testing Team Lead  

Salary  Competitive salary package and benefits  

Working Hours  37.5 hours per week, Monday – Friday.  
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Company Overview  CSA Cyber, established in 2013, provides cyber consultancy and 

managed services designed to detect, protect, and educate against 

modern cyber threats.  
 

The Offensive Security division, established in 2006, predates the 

company and has played a major role in operationalising penetration 

testing output within the UK market, acting as early adopters of a 

platform-based customer experience.  
  

CSA is backed by FluidOne, a market leading connected cloud 

solutions provider, who provide support and funding firepower for 

our ambitious growth plans. Our vision is to be the best quality UK 

cyber security managed service provider.  
 

Our mission is to grow to over £30m revenue over the next 5 years 

adding to our reputation as the go to experts in our field and 

providing a full range of cyber services to our clients enabling them 

to focus on running their businesses.  

  

CSA’s extensive service offering helps businesses understand the 

cyber threat and the measures they need to put in place to be more 

cyber secure.   
  

Each of CSA’s services cover a variety of areas from training, security 

assessments, products, crisis response, managed protective and 

detection capabilities and consultancy services.  

 

Staff culture is key to our success, and the leadership team are 

committed to ensuring that CSA is an excellent place to work, 

promoting a team and proactive approach to cyber detection and 

response, whilst developing our people and having fun along the 

way. 
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Job Description  Job Description  

The Cybersecurity Consultant is a CHECK Team Member-level 

individual contributor role responsible for delivering the full range of 

CSA Cyber’s penetration testing and security assessment 

engagements. The majority of this work is commercial testing 

delivered independently to a high professional standard; however 

the role also includes NCSC CHECK-accredited engagements, which 

form part of the workload and are delivered under the direction of a 

CHECK Team Leader. The role requires an experienced tester who 

currently holds CHECK Team Member status, with demonstrable 

technical depth across common testing disciplines. The Consultant 

will deliver engagements such as infrastructure, web application, 

cloud, and mobile application assessments, applying CHECK scheme 

methodology and the NCSC CHECK Code of Conduct on CHECK 

engagements, and working with appropriate guidance from senior 

team members where required. The role focuses on practical 

testing, clear evidence capture, accurate reporting, and professional 

communication with clients and internal stakeholders. 

 
  

Technical Delivery 

- Deliver assigned penetration testing engagements across relevant 

testing domains, spanning both commercial and CHECK-accredited 

work, including internal, external, cloud, web application, mobile, 

and other security assessment types, operating within the agreed 

scope and methodology, under the direction of the CHECK Team 

Leader on CHECK engagements. 

- Support the full testing lifecycle on assigned engagements, 

including preparation, testing, evidence capture, reporting, and 

participation in client debriefs, in line with relevant testing 

methodology. 

- Produce clear, accurate, and well-structured findings and reports 

that explain technical risk, business impact, and appropriate 

remediation guidance. 

- Maintain awareness of current vulnerabilities, attack techniques, 

tools, and security trends relevant to penetration testing delivery. 

 

Professional Development & Collaboration 

- Work collaboratively with other Cybersecurity Consultants and 

senior colleagues to deliver consistent, high-quality client outcomes. 
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- Actively seek feedback, participate in regular development 

conversations, and work towards agreed technical and professional 

development goals. 

- Participate in shadowing, peer review, training, and knowledge 

sharing activities to build capability and contribute to the wider 

team. 

- Represent CSA Cyber professionally, contributing to a positive team 

culture and demonstrating good judgement, curiosity, and a 

commitment to quality. 
 

Core Responsibilities 

- Deliver assigned client engagements to a high technical and 

professional standard. 

- Review scopes, prerequisites, methodologies, and testing 

objectives before delivery, escalating questions or concerns where 

required. 

- Follow standardised quality processes, including evidence capture, 

peer review, appropriate reporting templates, and secure handling 

of client data. 

- Escalate complex vulnerabilities, unusual exploitation paths, 

delivery risks, or client concerns to senior colleagues. 

- Manage personal delivery administration effectively, including time 

recording, expenses submissions, availability updates, and 

completion of assigned actions. 
  

Technical Excellence  

- Develop and maintain practical technical capability across common 

penetration testing disciplines, in line with CSA Cyber’s service 

offering, NCSC CHECK scheme requirements, and personal 

development plan. 

- Apply appropriate testing methodologies, exploitation techniques, 

evidence gathering, and reporting practices during client 

engagements. 

- Use tooling, automation, and efficient testing practices responsibly 

to improve delivery quality and consistency. 

- Contribute to internal knowledge sharing, methodology 

improvement, and repeatable technical processes as experience 

develops. 
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Essential  Experience & Background 

- Current CHECK Team Member status with experience delivering 

penetration testing or security assessment work in at least one core 

domain such as infrastructure, web application, cloud, or mobile 

application testing. 

- Practical understanding of penetration testing methodology, 

including reconnaissance, vulnerability validation, exploitation, 

evidence capture, and reporting. 

- Hands-on testing capability, with the ability to document findings 

clearly and explain technical issues to colleagues and clients. 

- Ability to work effectively as part of a delivery team, manage 

assigned tasks, and seek support or escalation when required. 

- Good client communication skills, with the ability to discuss testing 

progress, clarify requirements, and present findings in a professional 

manner. 

- Experience producing written security reports or technical 

documentation to a clear and consistent standard. 

 

Technical Expertise 

- Practical proficiency or developing capability in one or more of the 

following areas: 

       o Internal and external infrastructure testing 

       o Cloud security assessment concepts, particularly Azure and/or 

AWS 

       o Web and/or mobile application security testing 

- Awareness of adversary simulation, red team, or purple team 

concepts, and how CHECK-accredited testing fits within a client’s 

wider security assurance programme.  

- Working knowledge of relevant frameworks and testing standards 

such as OWASP, MITRE ATT&CK, CyberScheme, and NCSC CHECK 

scheme methodology, or equivalent industry guidance. 

- Ability to perform effective evidence capture, basic exploitation, 

vulnerability validation, and root-cause analysis. 

 

Communication & Professional Skills 

- Willingness to learn from feedback, shadow senior colleagues, and 

contribute positively to peer review and team knowledge sharing. 

- Clear and structured communicator able to explain technical risk to 

technical and non-technical audiences with suitable support where 

needed. 

- Good judgement when challenges arise during client engagements, 

including knowing when to ask for guidance or escalate concerns.  
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Other Requirements 

- Strong commitment to operational security and good testing 

hygiene. 

- Eligible for SC clearance 

- Right to work in the UK. 

Desirable  Certifications (Preferred)  

- Educated to degree standard in IT Security or equivalent.   

- Practitioner status by UKCSC 

- CREST CPSA + CRT, CyberScheme Team Member or equivalent 

certification. 

- Cloud security certifications or training relevant to Azure and/or 

AWS. 

- OSCP, PNPT, eWPT, CRTO, or equivalent practical offensive security 

certification. 

- GIAC GPEN, GCIH, GWAPT, GCPN, or equivalent security 

certification. 

- Progress towards CHECK Team Leader status, or clear interest in 

developing towards CHECK Team Leader in future. 
 

 

Other Desirable Skills  

- Offensive tooling and infrastructure development  

- Custom tooling or automation development  
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Other Details  - Remote working with travel to customer sites and CSA/FluidOne 
offices as required  

- Primarily billable role 

- Workplace Health and Benefits Package.  

- Access to online cyber training courses and packages.  

- Workplace Pension Scheme (if applicable and payable from start 
date).  

- 34 days paid holiday (inclusive of public holidays) per year.  
- Fantastic company culture including regular team building and 

social events.  

- Excellent progression opportunities and training support.  

  


