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Job Title  Principal Consultant 

Location  Remote-based (UK) with travel to client sites and CSA Cyber offices 

as required 

Reporting to  Head of Offensive Security 

Salary  Competitive salary package and benefits 

Working Hours  37.5 hours per week, Monday – Friday.  
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Company Overview  CSA Cyber, established in 2013, provides cyber consultancy and 

managed services designed to detect, protect, and educate against 

modern cyber threats.  
 

The Offensive Security division, established in 2006, predates the 

company and has played a major role in operationalising penetration 

testing output within the UK market, acting as early adopters of a 

platform-based customer experience.  
  

CSA is backed by FluidOne, a market leading connected cloud 

solutions provider, who provide support and funding firepower for 

our ambitious growth plans. Our vision is to be the best quality UK 

cyber security managed service provider.  
 

Our mission is to grow to over £30m revenue over the next 5 years 

adding to our reputation as the go to experts in our field and 

providing a full range of cyber services to our clients enabling them 

to focus on running their businesses.  

  

CSA’s extensive service offering helps businesses understand the 

cyber threat and the measures they need to put in place to be more 

cyber secure.   
  

Each of CSA’s services cover a variety of areas from training, security 

assessments, products, crisis response, managed protective and 

detection capabilities and consultancy services.  

 

Staff culture is key to our success, and the leadership team are 

committed to ensuring that CSA is an excellent place to work, 

promoting a team and proactive approach to cyber detection and 

response, whilst developing our people and having fun along the 

way. 
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Job Description  Job Description  

The Principal Consultant is a senior, CHECK Team Leader-accredited 

role responsible for leading and taking overall technical and quality 

responsibility for CHECK-accredited penetration testing 

engagements, with particular emphasis on Operational Technology 

(OT), Industrial Control Systems (ICS), and SCADA environments. 

Reporting to the Penetration Testing Team Lead, the Principal 

Consultant plans and leads engagement delivery, directs and 

mentors CHECK Team Members, and acts as the senior technical 

authority and primary client point of contact for complex or high-

risk engagements. The role combines hands-on OT/IT convergence 

testing expertise with engagement leadership, quality assurance, 

and client relationship management, and is expected to represent 

CSA Cyber’s offensive security capability at a senior level, both 

internally and externally. 

 
  

Technical Delivery 

- Lead and personally deliver complex penetration testing and 

security assessment engagements across IT, OT, ICS, and SCADA 

environments, taking overall responsibility for scoping, 

methodology, and technical quality as CHECK Team Leader.  

- Own the full testing lifecycle for assigned engagements, including 

scoping calls, prerequisite review, testing, evidence capture, quality-

assured reporting, and delivery of client debriefs and executive 

readouts. 

- Review and quality-assure findings and reports produced by CHECK 

Team Members, ensuring technical accuracy, clarity of business 

impact, and appropriate, safe remediation guidance for OT/ICS 

environments. 

- Maintain deep and current expertise in OT/ICS attack techniques, 

protocols (e.g. Modbus, DNP3, BACnet, OPC-UA), safety-critical 

testing constraints, and emerging threats relevant to critical national 

infrastructure and industrial clients. 

 

Professional Development & Collaboration 

- Lead, mentor, and develop CHECK Team Members and other 

Cybersecurity Consultants, providing technical guidance, shadowing 

opportunities, and structured feedback to build team-wide OT/ICS 

testing capability. 
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- Own personal and team development conversations, setting 

technical direction for OT/ICS service growth and identifying 

capability gaps across the penetration testing practice.  

- Lead peer review, knowledge sharing, and internal training 

sessions, acting as a subject matter expert and escalation point for 

OT/ICS and general penetration testing queries. 

- Represent CSA Cyber professionally with clients and at industry 

events, contributing thought leadership and demonstrating good 

judgement, curiosity, and a commitment to quality across the team.  

 

Core Responsibilities 

- Hold overall responsibility for assigned engagements, ensuring 

compliance with the NCSC CHECK scheme Code of Conduct and 

methodology where required. 

- Approve scopes, prerequisites, methodologies, and testing 

objectives before delivery, including safety and operational risk 

considerations specific to OT/ICS testing. 

- Establish and enforce standardised quality processes, including 

evidence capture, peer review, reporting templates, and secure 

handling of client data across the team.  

- Act as the primary escalation point for complex vulnerabilities, 

unusual exploitation paths, delivery risks, or client concerns, liaising 

with the Penetration Testing Team Lead where required. 

- Manage engagement resourcing, delivery administration, and 

commercial input for assigned engagements, including scoping 

support, time recording, and utilisation oversight. 
  

Technical Excellence  

- Maintain and continually develop expert-level technical capability 

across OT/ICS/SCADA and traditional IT penetration testing 

disciplines, in line with CSA Cyber’s service offering and the NCSC 

CHECK scheme. 

- Apply advanced testing methodologies, exploitation techniques, 

and safe-testing practices appropriate to safety-critical and industrial 

environments, alongside standard evidence gathering and reporting 

practices. 

- Champion effective tooling, automation, and efficient testing 

practices across the team, balancing thoroughness with the 

operational constraints of live OT environments. 

- Drive internal knowledge sharing, methodology development, and 

repeatable technical processes, contributing to CSA Cyber’s OT/ICS 

service proposition. 

 



  

Page 5 of 7  

  

Cyber Security Associates Ltd t/a CSA Cyber is a company registered in England and Wales at 5 
Hatfields, London, SE1 9PG. Registered Company No: 10124305  

Essential  Experience & Background 

- Current CHECK Team Leader status, experience leading CHECK-

accredited penetration testing engagements.  

- Substantial hands-on experience testing Operational Technology, 

ICS, or SCADA environments, alongside traditional IT infrastructure, 

web application, cloud, or mobile testing. 

- Proven ability to lead engagement teams, manage client 

relationships at a senior level, and take overall accountability for 

technical quality and delivery risk. 

- Strong understanding of OT/ICS architectures, the Purdue Model, 

and the operational and safety constraints of testing live industrial 

environments. 

- Excellent client communication and stakeholder management 

skills, with the ability to present findings and risk to senior technical 

and non-technical audiences, including executives. 

- Track record producing and quality-assuring written security 

reports and technical documentation to a clear, consistent, and 

defensible standard. 

 

Technical Expertise 

- Expert-level proficiency across two or more of the following areas:  

       o Operational Technology, ICS, and SCADA security assessment 

(e.g. Modbus, DNP3, BACnet, OPC-UA, Profinet) 

       o Internal and external IT infrastructure testing 

       o Cloud security assessment concepts, particularly Azure and/or 

AWS 

- Familiarity with IEC 62443, NIST SP 800-82, and other OT/ICS 

security standards, and how they map to client risk and compliance 

requirements. 

- Deep working knowledge of relevant frameworks and testing 

standards such as OWASP, MITRE ATT&CK for ICS, NCSC CHECK 

scheme methodology, CREST, or equivalent industry guidance. 

- Ability to lead complex evidence capture, exploitation, 

vulnerability validation, and root-cause analysis, including in safety-

critical or availability-sensitive environments. 

 

Communication & Professional Skills 

- Willingness and ability to mentor junior colleagues, lead peer 

review, and drive team-wide knowledge sharing on OT/ICS and 

general testing practice. 
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- Clear and structured communicator able to explain technical risk to 

technical and non-technical audiences with suitable support where 

needed. 

- Sound judgement under pressure, including knowing when to 

pause or adjust testing in live OT/ICS environments to protect safety 

and availability. 

 

 

Other Requirements 

- Strong commitment to operational security and good testing 

hygiene. 

- Eligible for SC 

- Right to work in the UK. 

Desirable  Certifications (Preferred)  

- Educated to degree standard in IT Security or equivalent.   

- Principal status by UKCSC, or working towards relevant 

professional registration. 

- Cloud security certifications relevant to Azure and/or AWS. 

- GICSP (Global Industrial Cyber Security Professional), or equivalent 

OT/ICS-specific certification. 

- GIAC GRID, GICSP, GPEN, GXPN, or equivalent advanced security 

certification. 
 

 

Other Desirable Skills  

- Offensive tooling and infrastructure development, including for 

OT/ICS-specific test scenarios 

- Custom tooling or automation development  
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Other Details  - Remote working with travel to customer sites and CSA/FluidOne 
offices as required  

- Primarily billable role 

- Workplace Health and Benefits Package.  

- Access to online cyber training courses and packages.  

- Workplace Pension Scheme (if applicable and payable from start 
date).  

- 34 days paid holiday (inclusive of public holidays) per year.  
- Fantastic company culture including regular team building and 

social events.  

- Excellent progression opportunities and training support.  

  


